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Processor : Pentium I11 1G or higher
Operating System:  Win2k , .NETFramework 1.0 or higher
Memory : 128M minimum ,256M or more recommended.
Hard disk: 10 GB minimum, 50 GB or more for statistic files recommended.

User privileges: PowerUser of win2k
(Server) SuperAdmin of SQLServer and IS
Network Interfaces: one or more Ethernet Card
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® Driver Layer (3E512)
ET.EXE | Renmer
' P 4% [ PR 42 P
DEVICE 10 ET 10 CONTROL SPI HOOK !
CONTROL ETFILTER.DLL ‘
DEVICE 10 CONTROL NDIS HOOK
ETDRIVER.SYS
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® Application Layer (N FE)
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® Network Layer (WZE)

® DataAccess Layer (¥382)
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® Firewall (i kEEFEATLIRE)
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WebService [¥] %A 7728 11 :
H o AR M
using System;

using System. 10;

namespace ET

{

public class Plugins
{
public Plugins()
{
}

public bool Counter (object parameter)
{
object[, ] o=(objectl, ])parameter;
double[, ] d=new double[o. GetUpperBound (0)+1, o. GetUpperBound (1) +17];



for (int i=0;i<o. GetUpperBound (0)+1;i++)
{
for (int j=0; j<o. GetUpperBound (1) +1; j++)
d[i, j]=Double. Parse(oli, j]. ToString()) ;
}
/// TSR B SR AR
return true;
}
}
}
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FEA b PRAE AR S BT A iR, & iy v DL g 3B g K RN 4 U In) AR5 it 1
SOAP 11, 4535 2 1S Al SQLServer Y ¥F.
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5.4 iR N SR (NIDS)

1. BRSNS L T I 28 NAZ AT B K AR Ge, AR R H e T ]
A 4411 NIDS 4t Snort 1 Bro {055 = AU KHRF 1, JF HL&5E Net & 1 HF K
DL

2. 9RKRHIEVL L D) RE

ARGFFEAET ETXXZANSRAMNETEEN, AENRERREXEESCH

=. filn:

signature rpc-dcom_bind-req { # & MY rpc-dcom_bind-req AUREIN, R U] TR

— ANt ih
# b s S TR bR B A IR 46 2 RPC DCOM T4 4.,
DAL BE
# UDCHC H R ) AN B fid e 25, T4 LA R AN R0 £
header ip[9:1] == # ULAC IP Gk Pl By 6, tighie TCP 4.

header tcp[2:2] == 135 # UL TCP Ak Hbwum H 5Bl 135, il RPC
DCOM s il Y I Bt i 11 o

tcp-state originator,established # VGHAC TCP R A& 0 CL @ v HNER M K Kk .

payload
/\Ax05\x00\x0b.{ 100, }\xa0\x01\x00\x00\x00\x00\x00\x00\xc 0\x00\x00\x00\x00\x00\x00\x46
*\x04\x5d\x88\x8a\xeb\x1c\xc 9\x11\x9f\xe8\x08\x00\x2b\x 10\x48\x60/ # F 1F ) % & 5
VLY RPC DCOM BIND £1[f] payload 4%

# E(RPC 43k & PAMRE E/T UUID).
event "RPC DCOM BIND request" # 58 A REH IR A5 H ARG B
}

signature rpc-dcom_servername-overflow { # & X 44 rpc-dcom_servername-overflow
FRREIN, R
# ULHC RPC DCOM K A M4 (¥ Mt Hh et
header ip[9:1] ==
header tcp[2:2] == 135
requires-signature rpc-dcom_bind-req # F5¢ 752 rpc-dcom_bind-req KU 5 U RC 2
AL A RE
# L, W SO SCHR T R —A> TCP & if il 5 —4
# U, 3XE Bro BENISR AL A ThRE. RARSIARN, &
# kIR Bt A2 AT 76 147 RPC DCOM BIND /£ LL 5 A
A
pAy
# R LULECE: TR B b o Mot Bl
tcp-state originator,established
payload /.*\x05\x00\x00.{100,}\x5¢c\x00\x5c\x00[M\]{32,}/ # VL fit T o7 % #5 1 1
payload ik, JHIE
# RILAR AL AL 32 7 AN
# %

event "RPC DCOM servername stack overflow attempt"



¥

signature rpc-dcom_pathname-overflow { # & X 424 rpc-dcom_pathname-overflow [1)
R, g )
# UCHL RPC DCOM K45 44 [ et Hh Mt
header ip[9:1] ==
header tcp[2:2] == 135
requires-signature rpc-dcom_bind-req  # [f 40— FE I RTHE S AT
tcp-state originator,established
payload /.*\x05\x00\x00.{100, }\x5¢\x00\x5¢\x00[M\]{5,32}\x5¢\x00.{520, }\x00\x00/  #
INRY G i€
# L[ payload 4¥
# Ak, HIENZRIL
# R A7 A
# KINERIe4 .
event "RPC DCOM pathname heap overflow attempt"
}

3. % Snort & Bro {34 SCFF
® signature rpc-dcom_servername-overflow
o {
header ip[9:1] ==6
header tcp[2:2] == 135
tcp-state originator, established
requires-signature rpc-dcom_bind-req
payload /.*\x05\x00\x00.{100, }\x5¢c\x00\x5¢c\x00["\]{32,}/
event "RPC DCOM servername stack overflow attempt**
eval “RPC_DCOM.dII”

}
55 Bro ALIUJAE—ANF] R 2 eval ST Net [1)5)) 2 HERL R AL BN B S

PEYHE Xi5S % (Bro-Ref-Manual.pdf)
4. & AL

M DU EINET S S AT —FiE S (L3 C++,VB,JAVACH) KT KA
A SR FAEEEA, L Bro A1 Snort 2 BEFH Perl SKdw S A 5 K 48
PE, I HAR RS R SRS 9125 (CH).
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Bro-Ref-Manual.pdf
MIT%20Lincoln%20Laboratory%20-%20DARPA%20Intrusion%20Detection%20Evaluation.htm

o ETRANFHRM A (State-Based Approaches of Anomaly Detection.)
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